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Abstract

Quantum key distribution (QKD) protocols enable two parties to establish a shared

secret key that can later be used to encrypt and decrypt confidential information. By

leveraging the fundamental laws of quantum physics, such keys remain secure against

an all-powerful quantum adversary. However, most existing protocols require all par-

ticipants to possess full quantum capabilities, which is unrealistic since not all users can

afford or operate advanced quantum devices. Moreover, extending QKD to multipar-

tite scenarios is an active area of research due to its applications, such as broadcasting.

In this work, we propose a novel three-party lightweight quantum key distribution

(LQKD) protocol based on the four-particle cluster state within a quantum-restricted

environment. The protocol enables a quantum-capable user to simultaneously establish

two separate secret keys with two ”classical” users who hold limited quantum capa-

bilities. By employing a one-way qubit transmission method, our scheme addresses

several limitations found in similar schemes: (1) it eliminates the need for classical

participants to use costly quantum devices to defend against quantum Trojan horse

attacks; (2) it shortens the qubit transmission distance; and (3) it achieves higher qubit
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efficiency. Consequently, the proposed LQKD protocol is both more lightweight and

more practical than existing schemes. Furthermore, it is proven unconditionally secure,

with a noise tolerance close to that of BB84.


